Hacking the pandemic’s most
popular software: Zoom




Zero Day Initiative &
@thezdi

Confirmed! The duo of Daan Keuper and Thijs Alkemade
from Computest used a 3-bug chain to exploit #Zoom
messenger with O clicks from the target. They win
$200,000 and 20 points towards Master of Pwn.
#Pwn20wn

8:13 pm - 7 Apr 2021 - Twitter Web App
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About Pwn20wn






Master of Pwn

Escape Options

Points
Renderer Only $50,000 5
Google Chrome Sandbox Escape $150,000 15
Windows Kernel
Escalation of Privilege 3150,000 k2
Renderer Only $50,000 5
Microsoft Edge
cChromiom Sandbox Escape $150,000 15
Windows Kernel
Escalation of Privilege $150,000 o
Sandbox Escape §$75,000 8
Apple Safari
macOS Kernel
100,000 10
Escalation of Privilege S
Sandbox Escape $50,000 5
Mozilla Firefox
Windows Kernel
60,000 6
Escalation of Privilege S







Approach
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The vulnerability
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Key: 012345




Key: 01234567







Exploitation



General exploitation steps

Memory shaping
Create an information leak
Hijacking the control flow

Obtaining remote code execution




Memory shaping







Information leak
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Information leak
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Obtaining remote code execution




ROP chain
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Lessons










Conclusions

1.5 weeks of reverse engineering for finding an
exploitable vulnerability

1.5 month of turning this vulnerability into a reliable
exploit

Companies should keep in mind that these types of
vulnerabilities can be in everything

Mitigations can increase time by a lot, but not
perfect
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Thank you for listening



