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Exploitation



General exploitation steps

1. Memory shaping


2. Create an information leak


3. Hijacking the control flow


4. Obtaining remote code execution
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Lessons







Conclusions

> 1.5 weeks of reverse engineering for finding an 
exploitable vulnerability


> 1.5 month of turning this vulnerability into a reliable 
exploit


> Companies should keep in mind that these types of 
vulnerabilities can be in everything


> Mitigations can increase time by a lot, but not 
perfect
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Thank you for listening
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